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1
TWO PHASE RANDOM NUMBER GENERATOR

TECHNICAL FIELD

This invention relates to devices for generating a °
series of random numbers.

BACKGROUND ART

Random number generators have many uses in con-
Jjunction with computer applications, They are used in
simulation. They are used in communications. For ex-
ample, such numbers can be used in Ethernet adapters
for retransmission when collisions cecur, Random num-
bers can also be used for encryption and decryption of
data.

Many of the random number generators available use
some electrical phenomenon 1o generate their random
numbers. They can be fast, and the random numbers
generated can be quite random. These random number

10

generators cannot generate reproducible sequences of 20

random numbers. Thus, they are useless for simulation,
encryption, and decryption,

There are available several random number genera-
tors that do generate reproducible sequences of random
numbers. The sequence of numbers generated invari-
ably do not perform well according to standard tests
applied to determine randomness. The ones that do
produce somewhat more random sequences are usually
slow.

The present invention produces a reproducible se-
quence of highly random numbers efficiently. These
numbers test as being significantly more random than
those of the other methods tested that produced repro-
ducible random number sequences,

The current invention produces its stream of highly
random numbers in two phases. First, an intermediate
random number is generated by a standard method,
Then, the intermediate random number 15 combined
with & history of previous intermediate randem num-
bers to generate a final or output random number. The
second siep or phase increases the randomness of the
numbers produced significantly,

The following is the prior art known 1o the inventor
that might be pertinent to the patent examiner in the
eaamination of this patent.

U.S. Pat, No, 3,548,174 by Donald Knuth describes a
generator that produces a reproducible sequence of
random numbers, The Knuth invention is a one phase
generator, By using a two phase process or apparatus,
the instant invention is capable of generating numbers
that are significantly more random

LS Pai. No, 3BE11,038 by Stewart Reddaway de-
scribes a random number generator where the numbers
generated follow a Gaussian distribution instead of a
uniform distribution. This Gaussian distribution genera-
lor by its very nature generates some numbers signifi-
cantly mare frequently than others. The numbers gener-
ated by the instant invention follow a uniform distribu-
tion.

LS. Pat. No. 4,047,008 by Frank Perkins describes a
random number generator that depends on random
access memory to replace shift registers, It generates
long pseuda random bit sequences slowly. It has sacri-
ficed staristical randomness for the ability 10 generate
long it sequences.

LS. Par. No. 4,355,366 by Sigmund Porter describes
an apraratus for generating random numbers based on
the use of white noise. The series of random numbers
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produced is not reproducible, and is therefore unusable
in many applications,

U.5. Pat, No, 4,408,298 by Kim Ruhland describes a
special purpose random number generator that pro-
duces a succession of numbers manifesting solely three
values at random from two-bits Statistical randomness
has been sacrificed for speed.

LL.S. Pat. No. 4,791,594 by Kevin Harney et al. de-
scribes a random number generator where the numbers
returned correspond to input indices, such that given a
specific seed, whenever a specific index is used, the
same random number is returned. Its primary use is with
video games. It is custom tailored for video game appli-
cations, and has sacrificed statistical randomness for the
ability to randomly access the numbers in a random
number sequence,

LLS. Pal. No. 4,890,252 by Charles Wang describes a
random number generator that sacrifices statistical ran-
domness for an increased period.

LU.5. Pat. No. 4,501,264 by Mishio Hayashi describes
a random number generator that extracts partial num-
bers from random access memory of a computer, build-
ing each random number generated from a plurality of
such partial random numbers. The instant invention
does not require an array or table of numbers as does the
Havyashi invention,

Algorithms by Robert Sedgewick, Addison-Wesley
Publishing, ISBN 0-201-006672-6, has a chapter on ran-
dom numbers, A two phase random number generation
algorithm is described in which random numbers are
stored in a table in the first phase, and extracted in a
pseudo-random order from the table in the second
phase. No such table is required in the present inven-
tion.

The Art of Computer Programming, Second Edition,
Volume 2, Seminumerical Algorithms, by Donald E.
Knuth, Addison-Wesley Publishing, ISBN
0-201-03822-6, contains the same random number gen-
eration algorithm as found in the Knuth patent listed
above, Several extremely similar algorithms are also
shown., No two phase random number generators are
shown,

DISCLOSURE OF THE INVENTION

The present invention increases the measured ran-
domness of numbers generated by a random number
generator al very little additional cost by using a two
phase method of generation. The first phase uses a con-
ventional random number generator 1o generate an
intermediate random number. This intermediate ran-
dom number is then the input into the second phase,
resulting in a more random number generated. The
second phase operates by selecting one of two potential
random numbers based on whether a specified bit is set
in the intermediate random number,

BRIEF DESCRIPTION OF THE DRAWINGS

Dietails of this invention are described in connection
with the accompanying drawings which like parts bear
similar reference numerals in which:

FIG. 1 is a block diagram showing the parts of a
general purpose computer to which is connected a ran-
dom number generator.

FIG. 2 is a block diagram showing the first embodi-
ment of the random number generator,
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FIG. 3 is a flow chart showing the upper level of
logic of the program executed in the first and third
embodiment of the invention,

FIG. 4 is a flow chart showing the second random
number generating means (Phase 2) portion of the pro-
gram execuied in the first and third embodiment of the
invention,

FIG. 5 is a flow chart showing the first random num-
ber generating means (Phase 1) portion of the program
executed in the first and third embodiment of the inven-
tomn.

FIG. 6 is a block diagram showing the upper level of
logic for the second embodiment of the invention.

FIG, 7 is a circuit diagram showing the first random
number generator for the second embodiment of the
invention,

F1G. 85 a circuit diagram showing the subcircuit for
generating an intermediate random bit. This subcircuit
is duplicated for each bit of the intermediate random
number generated by the first random number generat-
ing means of the second embodiment of the invention,

FIG. 9 is a circuit diagram showing the “stated”
clocked register, This circuit contains the updated
“seed™ value for the first random number generating
means of the second embodiment of the invention. The
seed value is updated ar each clock pulse,

FI1G. 10 is a circuit diagram showing the second ran-
dom number generator of the second embodiment of
the invention.

DETAILED DESCRIPTION

The present invention increases the measured ran-
domness of numbers generated by a random number
generator by using a two step or two phase process. The
first phase generates an intermediate random number
with a method similar to that employed by Knuth
above,

The secand phase, using very few instruction cvcles,
significantly increases the measured randomness of the
random numbers generated. The intermediate random
number generated by Phase 1 is used to increment or
decrement two index registers into a circular array. The
two index regisiers either increment ar decrement at
different rates, or one increments while the other decre-
ments. Afier incrementing and/or decrementing the
two index registers, they are normalized to point within
the circular array. This is optimally done by masking
(logical AND) the registers. A specified bit in the inter-
mediate random number supplied to Phase 2 random
number generation is tested. Usually a bit indicating a
number greater than or equal to the size of the circular
array is used for the test. If the tested bit is set, one of
the two index registers is used. Otherwise the other
register is used. The appropriate indea register is then
used to index into the circular array, returning a random
number statistically more random than if only Phase 1
had been used.

The preferred embodiments described herein imple-
ment the above described two phase random number
generator as an independent subsysiem. The embodi-
ments have five input parameters: 1) means of control-
ling the number of random numbers 1o generate, 2)
means of providing the address of an array in which 1o
place the generated random numbers, 3) means of pro-
viding a random number seed, 4) means of providing a
mask value, and 5) means for specifving the number of
bits of random number to generate. The specified num-
ber of random numbers would be generated in the speci-
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fied array, with the specified number of digits in each
random number generated. Duplicating seed and mask
values would allow a sequence of random numbers to
be duplicated. Generally, the number of bits of a ran-
dom number to generate is a constant, Note that even
though the three disclosed embodiments show the
claimed invention implemented as a separate subsystem
attached 1o a general purpose computer, it is possible to
implement the claimed invention entirely in software.

Referring now to FIG. 1, a general purpose computer
is shown, It contains memaory 100, a system bus 102, 1o
which is connected a processing element (CPL) 104,
keyboard 106, a graphic display monitor 108, a commu-
nications interface 110, a mouse 112, and one or more
disk drives 114. In the instant invention, a random num-
ber generator 116 is a)so connected to the bus 102,

Three different embodiments of the random number
generator 116 are shown and described herein. The first
and third embodiments show a random number genera-
tor established in ROM or EEPROM. Upon activation,
the generator would require five parameters: 1) number
of random numbers to generate, 2) address of array in
which to place the generated random numbers, 3) a
random number seed, 4) a mask value, and 5) the num-
ber of bits of random number to generate. The last
parameter can be static (hard coded). The random num-
ber generator would operate by generating the specified
number of random numbers in the array starting at the
address specified.

The first embodiment of the random number genera-
tor would utilize the processing element 104 of the
general purpose computer in FIG, 1. The third form of
the random number generator would operate similar to
the first, except that a second, dedicated, processing
element would be used. This has the advantage of free-
ing up and unloading the general purpose processing
element 104, since the random number generator could
operale While the processing element 104 is performing
other work. Additionally, an optimized, special purpose
processor could be used. For example, a RISC (Re-
duced Instruction Set Computer} architecture could be
used. No floating point instructions are necessary. This
method would be especially useful in situations where a
large number of random numbers are needed, such as in
communications,

The second embodiment of the random number gen-
erator is even more optimized. Random numbers of a set
kit length would always be generated, One random
number would be generated each major clock eyele of
the generator,

This would be done by “unrolling™ the program exe-
cuted by the first and third embodiments, In the first
random number generating means (Phase 1-FIG, §), if
an eight bit random number is required, instead of per-
forming the inner loop (254 (o 272 of F1G. §) eight
times, an eight stage apparatus would be vsed. Instead
aof shifting left one bit 270 at each stage, and saving the
low arder bit in another register 272, the low order bit
at each stage would directly go to Phase 2, while the
upper seven bits would feed the next stage. Phase 2
(FIG. 4) is straight forward, except that the RPTR and
LPTR pointers are best implemented as registers, real-
ized here as parallel clocked D-Flip/Flops, updated
232, 2M by the clock pulse 308. The Stated variable in
Phase 1 (FIG. §) would also be implemented as a regis-
ter, realized as parallel clocked D-Flip/Flops, updated
(FIG. 5) 266, 268 by the clock pulse, (Note—the clock
frequency required is dependant upon the gate delays of
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the apparatus, said frequency being almost directly
proportional to the number of bits of random number to
be generated).

The second embodiment of the random number gen-
erator would have the advantage of speed over the
other two embodiments. One random number would be
generated for each clock pulse. One disadvantage is the
algorithm's lack of flexibility: only a fixed number of
bits can be generated. This has a bearing on the cycle at
which the random numbers repeat, Secondly, only one
random number is produced at any one time,

Referring now to FIG. 2, the first embodiment of the
random number generator 116 is shown. The random
number generator has four inputs, normally found in
registers. The first input register 130 contains a seed
value. Reproducing the seed value allows a sequence of
random numbers to be repeated. Different values of the
seed result in different random number sequences,

The second input register 132 contains an XOR mask.
This mask is used in connection with the seed value in
the first random generating means portion of the pro-
gram to generale intermediate random numbers. The
XKOR mask is “XOR"ed into an intermediate seed value
variable or register (Stated) 268 when a specified bit in
the intermediate seed is not set (see F1G. 5). As with the
seed register value, different XOR mask values result in
the generation of different random number sequences.

The third input register 134 contains a count (N)
value. This is the number of random numbers to gener-

ate. The fourth input register 136 contains the address

of an random number array 148 in which to store the
random numbers generated by the random number
generator 138 (the dotted line in FIG. 2 indicates the
logical relationship between the register containing the
array address and the array itself), Note that in this
implementation, the number of bits in each random
number generated is assumed to be a constant. This
results in more efficient code, at the expense of flexibil-
ity. Alternately, the number of bits could be input to the
random number generator in a fifth input register,

The random number generator 138 consists of a pro-
gram established in ROM or an EEPROM. The ROM
or EEPROM containing the program can be on a sepa-
rate circuil board attached to the bus 102, or it may be
directly attached to either the system memory 100 or
the processing element 104, In any case, the random
number generator code is executed by the system pro-
cessing element 104,

The random number generating program consists af
two parts, a first random number generator {Phase 1)
140, and a second random number generator (Phase 2)
144, The first random number generator 180 utilizes the
seed register 130, XOR. mask register 132, and the count
register 134 1o generate the specified (in the count regis-
ter) number of intermediate random numbers 142, The
second random number generator routine utilizes the
intermediate random numbers 142 generated by the firsi
random number generator routine 140 1o generate a
specified number (in the count register 134} of final
random number 146, Each of these final random num-
bers is stored in the random number array 148 specified
by the random number array address register 136, Note
that FIG. 2 presumes storage via the system bus 102 of
the final random numbers 146 in the random number
array 148 It should be noted that Direct Memory Ac-
cess (DMA) storage of the final random numbers would
also be possible
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Referring now to FIG. 3, the outer loop of the flow
chart for the program executed in embodiments one and
three is shown, The Idx index variable is initialized 202,
then incremented 204 the specified number of times 206
at which time the routine exits 210, Within the loop,
Phase 1 208 and Phase 2 212 random number generators
are invoked. The resulting random number is stored in
the specified array 214, at a location dependant upon the
index variable 1dx,

Referring now to FIG. 4, a flow chart for the second
random number generator {(Phase 2 random number
generator) 144 15 shown, Phase 2 is entered 230 with an
intermediate random number from Phase 1 (FI1G, §5) as
an argument or parameter. This intermediate random
number is used 1o update the RPTR 232 and LPTR 234
index registers. RPTR and LPTR are index registers
indexing a circular array of final random numbers.
After each update, RPTR and LPTR are normalized to
indea within the circular array. This can be done by
modular division. The preferred embodiment uses a
power of two for the length of the circular array, allow-
ing masking {logical AND) to replace the modular
division.

Twao different methods of updatng RPTR 232 and
LPTR 234 are disclosed. First. each time Phase 2 is
invoked, one index register can be incremented by a
value equal to the intermediate random number argu-
ment to Phase 2 processing. The second index register is
incremented by a value equal to the intermediate ran-
dom number argument plus a set amount. Thus, the two
pointers progress by different amounts for each execu-
tion of Phase 2 processing.

The second method of updating RPTR 232 and
LPTR 234 involves incrementing RPTR and decre-
menting LPTR by an amount equal 1o the intermediate
random number argument to the Phase 2 processing.
EPTR advances to the right, and LPTR advances to
the left

After updating and normalizing RPTR 232 and
LFTR 234, one of the bits of the intermediate random
number s tested 236, This bit 15 uswally a bit that i not
used in updating RPTR and LPTR due to it corre-
sponding to a power of two number as large or larger
than the circular array. If the specified bit is set, one of
the index registers is used to index the circular array,
while the other index register is used to index the circu-
lar array if the specified bit 15 not set 238, 240. The
resulting index value is used to index the circular array
241, returning a final random number to the outer loop
24,

Referring now to FIG. 5, the flow chart for the first
random number generator (Phase 1 random number
generator) 140 is described. The Phase 1 random num-
ber generator is entered 250. The output register 252
and loop count register 254 are initialized, The loop
count register (Jdx} is incremented 256 the specified
number of times 258, at which time Phase 1 random
number generation is complete 262, The inner loop is
normally iterated once for each bit of intermediate ran-
dom number required. For example, if an eight bit inter-
mediate random number is required. the loop would be
repeated eight times,

During each repetition of the loop, the seed register is
logically shifted lefi {zero fill) one bit 260, A specified
bit, usually the most significant bit returned, is tested
264_ If the bit tested is set, the specified mask value is
XORed into the seed register 268 (otherwise unchanged
266). At this point, a specified bit in the register holding
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the seed value is masked and shifted into a register hold-
ing the intermediate random number being generated
270, 272. Prior to iterating the loop 256, the intermedi-
ate random number is normalized to fall within the
specified range. This normalization is usually done by
masking (logically AND).

Referring now to FIG. 6, the second embodiment of
the invention is shown, This embodiment generates one
final random number 326 on each (extended) clock
pulse, It differs from the first embodiment in that the
random number generator has been optimized to gener-
ate & certain number of bits for each final random num-
ber generated. This optimization is at the expense of
flexibility.

The optimization is done by “unrolling” the first
random number generator subprogram 140 disclosed in
the first embodiment in FIG. 2. Instead of executing the
loop 256, 258 shown in F1G. § a specified number of
times, the number depending on the number of bits
required in each intermediate random number gener-
ated, the routine inside the loop is duplicated once for
each bit to be generated. This eliminates all of the loop
overhead. Additionally, this allows the left shift 260 1o
be eliminated, replaced by offsetting the bits at each
intermediate random bit 332 by one (see FIG. 7). The
result is that each random bit generated requires only a
single AND and XOR gate,

The second embodiment requires three input values,
found in input registers: a seed register 300, an XOR
mask register 302, and an address register 304 contain-
ing the starting address of a random number array 148.
The values in these registers are identical to those in the
corresponding registers for the first embodiment of the
invention.

The second embodiment also has four single line
input connections. The clock {CK) line 308 is used to
clock the circuit. Each time the clock line 308 is pulsed,
a single random number is generated. WNote that the
clock pulse cycle must be long enough that the circuit
has reached sieady state before the clock pulse is re-
ceived. The minimum length of a clock pulse cvele can
be computed by determining the number of gates that
must be traversed, then multiplying by the gate delay
for each gate. The choice of using level or edge trigger-
ing i5 usually dependent upon the underlying technol-
ogy and computer, Note that since one final random
number is generated each time the clock lead 308 is
pulsed, the number of random numbers generated is
determined by the number of clock pulses, rather than
being provided in a count register 134 as found in em-
bodiments one and three.

The INIT line 306 allows the circuit to be initialized.
In the first random number generator 314, this allows
the seed value provided in the input seed register 300 1o
be moved into the Stated clocked register 330, which
contains the intermediate seed wvalue. In the second
random number generator 316, a pulse on the INIT line
acts to clear the LPTR 382 and RPTR 384 clocked D
Flip/flops (see FIG. 10). Finally, pulsing the INIT line
306 causes the address counter 318 to be initialized from
the input array address register 304, Additionally, if it
should ever be necessary to implement a count function
on board, pulsing the INIT line 306 would cause the
count counter to be initialized from an inputl count reg-
ister

Two additional input lines are provided. An AD-
DRess line 310 controls tristate buffers 320, 322 that
when pulsed allow the address value calculated by the
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address counter 318 1o be placed on the system bus 102,
Similarly, the DATA line 312 controls tristate buffers
that when pulsed allow the random number just gener-
ated to be placed on the system bus 102, The use of
separate ADDR 310 and DATA 312 lines here allows
this embodiment to be used in situations where address
and data share the same position on the sysiem bus.
Nate that the pulsing of the ADDR line 310 and the
DATA line 312 will usually be done at the end of each
cycle determined by pulsing the CLOCK line 308.

The first random number generator 314 uses the seed
specified in the input seed register 300 and the mask
value provided in the XOR mask register 302 to gener-
ate an intermediate random number each time the
CLOCK line 308 is pulsed. These intermediate random
numbers are used by the second random number gener-
ator 316 to generate final random numbers 324 1o be
placed on the system bus each time the DATA line 312
is pulsed,

The address counter 318 is a clocked counter with
parallel load. It is initialized (paralle] loaded) from the
random number array address register 304 when the
INIT line 306 is pulsed. Thereafier, each time the
CLOCK line 308 is pulsed, the address counter 318 is
incremented. The current value of the counter is placed
on the system bus 102 whenever the ADDR line 310 is
pulsed as the address 326 in which to store the just
generated final random number 324.

Referring now to FIG. 7, the first random number
generator of the second embodiment, generating inter-
mediate random numbers, i shown, Input to the first
random number generator 314 consists of seed lines 344,
XOR mask lines 30, an initiahzation (INIT) line 346
and a clock (CK) line 348, The seed input lines 344 are
connected 1o the seed input register 300, The XOR
mask lines 30 are connected to the XOR mask register
302, The INIT line 346 is connecied to the exiernal
INIT line 306. The clock (CK) line 38 is connected (o
the external clock (CK) line 308.

The first random number generator 314 consists of a
Stated tlocked register 330 containing an intermediate
seed value, and a number of intermediate random bit
circuits 332 connected 1o each other in series, one such
circuit for each bit required in the intermediate random
number 32 generated by the generator 314, Each such
intermediate random bit circuit 332 generates a single
random bat, the first such circuit generating the most
significant bit, and the last such eircuil generating the
least significant bit of the intermediate random number
M2 output by the generator 314, The embodiment
shown uses eight intermediate random number circuits,
generating eight bit intermediate random numbers 342.
The stated clocked register 330 is initialized with the
value from the input seed register 3. Thereafier,
whenever the stated clocked register 330 15 pulsed, the
register is updated with the latest intermediate random
number M1 generated as the updated seed value,

Referring now to FIG. B, a circuit for generating
intermediate random bits 332 s disclosed. The most
significant bit (Bit 7} of the circuit’s input lines 352 js
tested. If the most significant bit s set, the XOR mask
lines 354 are XORed with the input bits 352 1o the cir-
cuit. Motice that the output from the circuit 356 has
been shifted one hit to the left from the input 352, Input
line 0 is connected to outpui line 1, etc, The least signifi-
cant output line (Bit ) does not have a corresponding
input bit. The most significant {Bit 7) input line 352 does
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not have a corresponding output line, but rather is used
o determine whether to use the XOR mask 354,

Referring now to FIG, 9, the Stated clocked register
330 is shown. The register contains an intermediate seed
value used by the first random number generator 324 10
generate each successive intermediate random number
342. The register 330 has two sets of input lines, one set
360 is connected 1o the inpul seed register 300. The
other set of input lines is connected to the previous
intermediate random number 342,

The register 330 consists of a clocked D Flip/flop 368
for each bit in the register. This embodiment discloses
eight flip flops corresponding to the eight bits in the
intermediate random numbers 342 generated by the first
random number generator 314. Whenever the clock
(CK) line 366 is pulsed, either the input seed 360 or the
previouws intermediate random number 342 is used to set
the corresponding D flip/flops 368, Eight output lines
362 are connected from the output of each correspond-
ing I flip/flop 368 1o the corresponding input lines 352
on the first intermediate random bit circuit 332,

Referring now to F1G. 10, further details of the sec-
ond random number generator 316 of the second em-
bodiment of the invention are disclosed It has nine
intermediate input lines 370, connected to the owput of
the first random number generator 316. Also, the sec-
ond random number generator uses initialization (INIT)
lines 374, connected to the external INIT line 306 and a
clock {CK} line 372, connected to the external clock
(CK) line 308,

The second random number generator 316 has sev-
eral additional inputs, Each of the two first phase adders
has an up/down line 378, These up/down lines deter-
mine whether the corresponding attached adder adds or
subtracts the intermediate random number 370, Each
second phase adder has a constant input (K} 380, This is
an eight bit value added in phase two to the sum pro-
duced by the phase one adder. Note that adding a con-
stant with its most significant bit set can be seen as
equivalent to subtracting the number that is the twa's
complement of the constant, Both the up/down lines
378 and the second phase adder constants 380 are usu-
ally wired as constants. Some lines are connected 1o a
constant high (usually =3 volis) value, The others 1o a
constant low (usually ground) value.

The output from the second random number genera-
tor means 376 is the final random number 324 generated
by the second embodiment of the random number gen-
erator.

The second random number generator 376 consists
primarily of two clocked D Flip/flops 382, 384, and
four adders, either parallel (look ahead) or ripple 386,
388, 390, 392, Each D flip/flop is connected to two
adders in series. The two flip/flop, two adder combina-
tions are used to calculate the left pointer (LPTR) and
the right pointer (RPTR) values, In each case, the out-
put from the D Flip/flop 382, 384 is one of the inputs to
the first adder 386, 388. The other addenda are the
lower order eight bits from the input intermediate ran-
dom number 370, The up/down line 378 1o each of the
first phase adders is used to determine whether 1o add
or subtract the intermediste random number input 370,
The output of the first adders 386, 388, is one of the
inputs to the second set of adders 390, 392. The other
input 1o the second set of adders are the constants (K}
380 described above.

The high order bit {Bit &) of the input 370 to the
generator 316 is wsed to determine which of the two
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10
pointers (LPTR, RPTR) to use. Il the bit is set, the
LPTR output is selected. Otherwise, the RPTR output
is selected, The appropriate value, LPTR, or RPTR, is
the final random number output 376 that is put on the
system bus 102 when the DATA line 312 is pulsed.

When the INIT line 374 is pulsed, the second random
number generator is initialized. This is done by clearing
both the two D flip flops 382, 384, and the two first
phase adders 386, 388. Thereafter, whenever the clock
line 372 is pulsed, the two eight bit D flip/flops 382, 384
are updated with the LPTR and RPTR values gener-
ated by the previous activation of the generator 316
Note that the determination whether to use LPTR or
RPTR for the final random number generated 376 is
based on the high order bit (Bit &) of the intermediate
random number 32 generated by the first random num-
ber generator 314, For best results, this bit should not be
the most significant (high order) bit used as intermediate
input 370 to the first set of adders 386, 388, This could
easily be accomplished by expanding the first random
number generator 10 generate nine bits, instead of eight,
thus requiring a ninth intermediate random number bit
circuit to be added to the first random number genera-
tor circuitry, However, the circuit will work as shown
above by connecting the two high order lines (Bits 8
and 7} of the input 370 to the high order line (Bit 7) of
the intermediaie random number 342 generated by the
first random number generator 314.

The third embodiment is described here but not
shown as a separate figure. It is identical to the first
embodiment shown in FIG. 2 except that an onboard
processor is added 1o the circuitry for the invention,
The added onboard processor is used to generate the
random numbers, not the system processor 104 shown
in F1G. 1, The use of such an onboard processor has the
advantage of freeing up the svstem processor 104 for
other work. Such an onboard processor can be opti-
mized for the application. For example, a RISC archi-
tecture could be emploved.

Although the present invention has been described
with a certain degree of particularity, it is understood
that the present disclosure has been made by wayv of
example and that changes in details of structure may be
made without departing from the spirit thereof,

What is claimed is:

1. An apparatus for generating random numbers com-
prised of

first input register, said first input register specifying

a random number seed,

a second input register, said second input register

specifying a random number mask,

means (o automatically control the number of ran-

dom numbers to compute,

first means for generating a series of intermediate

random numbers coupled to said control means and
coupled to said input means, and

second means for generating final random numbers,

coupled to said first generating means, each said
final random number corresponding to and de-
pending on a different intermediate random num-
ber.

2, An apparatus for generating random numbers as
specified in claim 1 wherein said apparatus has a third
inpul register, said third inpui register providing an
address of an output array located in computer mem-
ory, means for storing said generated final random num-
bers in said output array utilizing said third input regis-
ter.
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3. An apparatus lor generating random numbers as
specified in claim 1 wherein said apparatus is attached
o a general purpose computer by a bus.

4. An apparatus for generating a series of random
numbers comprised of:

first means for generating a series of intermediate

random numbers,

an intermediate register receiving each said interme-

diate random number from said first generating
means,

second means for generating a series of final random

numbers, coupled to said first generating means,
each final random number corresponding to an
intermediate random number stored in said inter-
mediate register, and

the generation of each final random number utilizing

the corresponding intermediate random number
and a history of preceding intermediate random
numbers.

5. An apparatus for generating a series of random
numbers as described in claim 4 wherein said first gener-
ating means includes:

a first register for storing a binary number,

means for storing information representing the num-

ber of cycles of aperation to be performed,

means for performing a cyvcle of operations the num-

ber of times represented by the information stored
in said means for storing,

each said cycle having in the recited order:

means for shifting each bit of the binary number
stored in said first register to the next higher
order bil position such that the highest order bit
is shifted owl of said first register,

means for complementing selective predetermined
bits of said binary number occupying said first
register after each shifting operation, when the
bit shifted out of said first register is a predeter-
mined value, and

a second register for storing said bits shifted out of
said first register.

6. An apparatus for generating a series of random
numbers as described in claim 4 wherein said second
generating means for generating each final random
numbers includes:

two pointer registers for maintaining a plucality of

pointers 10 a circular array located in computer
memeory,

means for decrementing the first said pointer register

to traverse said array to the left to an extent deter-
mined by each said corresponding intermediate
random number,

means for incrementing the second said pointer regis-

ter to traverse said array to the right to an extent
determined by each said corresponding intermedi-
ate random number,
means for automartically normalizing both  said
pointer registers to point within said circular array
after the first said pointer register has been decre-
mented and the second said pointer register has
been incremented,
means for determining whether a specified bit in said
intermediate random number is set or clear,

means of indexing said circular array with one of said
point regisiers to determine the final random num-
ber that corresponds to said intermediate random
number if said specified hit 15 determined 1o be set,
and
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means of indexing said circular array with the other
said point register to determine the final random
number that corresponds 10 said intermediate ran-
dom number if said specified bit is determined to be
clear,

7. An apparatus as described in claim 4 wherein said
second means for generating each final random num-
bers includes:

two pointer registers for maintaining a plurality of

pointers to a circular array located in computer
memory,

means for incrementing said first pointer register to

traverse said circular array by an amount deter-
mined by each said corresponding intermediate
random number,

means for adding a specified amount to an amouni

determined by each corresponding intermediate
random number,

means for incrementing said second pointer register

to traverse said array by the amount calculated by
said addition,

means for automatically normalizing both  said

pointer registers to point within said circular array
after said two pointer registers have been incre-
mented,

means for automatically determining whether a speci-

fied bit in said intermediate random number is set
or clear,

first means for indexing said circular array, the

amaount said first indexing means is indexed de-
pending on one of said pointer registers,

means for determining a first potential random num-

ber that corresponds 1o said intermediate random
number, said means for determining a first potential
random number utilizing said first indexing means,
second means for indexing said circular array, the
amount said second indexing means is indexed de-
pending on the other said pointer registers,

means for determining a second potential random

number that corresponds to said intermediate ran-
dom number, said means for determining a second
potential random number depending on said sec-
ond indexing means, and

means for selecting one said potential random number

10 be said final random number if said specified bit
is sel, and selecting the other potential random
number to be said final random number if said spec-
ified bil is clear

B. A method for generating a series of random num-
bers comprising the steps of: generating a series of inter-
mediate random numbers

storing said intermediate random numbers in an inter-

mediale register and

generating a series of final random numbers,

each said final random number corresponding to
one of said intermediate random numbers stored
in said intermediate register, and

the generation of each said final random number
depending on the corresponding intermediate
random number stored in said intermediate regis-
ter and a history of the intermediate random
numbers preceding said corresponding interme-
diate random number in said series of intermedi-
ate random numbers.

9. A method for generating a series of random num-
bers comprising the steps of:

generating a series of intermediate random numbers,

and )
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generating a series of final random numbers,
each said final random number corresponding to
one of said intermediate random numbers, and
the generation of each said final random number
depending on the corresponding intermediate
random number and a history of the intermediate
random numbers preceding said corresponding
intermediate random number in said series of
intermediate random numbers,
the generating of each said final random numbers
including the steps of:
maintaining a first and a second pointer register, each
said pointer register addressing locations within a
circular array, and each said pointer register being
incremented for each final random number,
incrementing said first pointer register to traverse
said circular array to the left to an extent deter-
mined by said corresponding intermediate random
number,
incrementing said second pointer register to traverse
said circular array 1o the right to an extent deter-
mined by said corresponding intermediate random
number,
normalizing both said pointer registers to address a
location in said circular array,
determining a first potential random number by in-
dexing said circular array by one of said pointer
registers,
determining a second potential random number by
indexing said circular array by the other of said
pointer registers, and
selecting one of said potential random numbers (o be
said final random number if a specified bit in said
intermediate random number is set, and to be the
other said final random number if said bit is clear.
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10, A method for generating a series of random num-
bers comprising the sieps of:
generating a series of miermediate random numbers,
and
generating a series of final random numbers,
each said final random number corresponding to
one of said intermediate random numbers, and
the generation of each said final random number
depending on the corresponding intermediate
random number and a history of the intermediate
random numbers preceding said corresponding
intermediate random number in said series of
intermediate random numbers,
the generating of each said final random numbers
including the sieps of:
maintaining a first and a second pointer register ad-
dressing locations within a circular array, each said
pointer register being incremented in the same
direction for each said final random number,
incrementing said first pointer register by an amount
determined by said corresponding intermediate
random number,
incrementing said second pointer register by the sum
of a specified amount and an amount determined by
said corresponding intermediate random number,
normalizing both said pointer registers to address a
lecation in said circular array,
determining a first potential random number by in-
dexing said circular array by one of said pointer
registers,
determining a second potential random number by
indexing said circular array by the other of said
pointer registers, and
selecting one of said potential random numbers to be
said final random number if a specified bit in said
intermediate random number is set, and to be the

other said final random number if said bit is clear.
L] - [ ] L] -



